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Introduction

In connection with the widespread use of
automated training systems, electronic textbooks and
tests, the question arose about protecting data from
unauthorized access. Currently, there are various
methods ofprotection, use of which depends on the
specifics of the information and its carriers, but the
cryptographic methods are the most widely used, due
to their universality in terms of both the
implementation methods and presentation forms.

The proposed crypgraphic method is uses the
principle of the abstract automaton (AA). The
original data stream is divided into fixéehgth
elements that form a sequence of letters (zf) of the
input alphabet of the
zF}. In the process of AAvork, a sequence of letters
(wg) of the output
is a stream of transformed data from elements of the
same length as the elements of the input stream. The
automation is specified using the marked transition
table. It is necessy that the conditions for the
completeness of the transitions and the completeness
of the outputs be obeyed. This means that each
column of the marked transition table must contain
al |l the |l etters of the
AA. In addition, toensure the possibility of reverse
transformation, all the alphabets of the automation Z,
A and W must coincide, and therefore both its
transition functions (d) and the output function 1.

Thus, the alphabets Z, W and A can be
reduced to a single alphaleti k e a
The marked transition table AA can be represented
as a square matrix T of size MxM, where M is the

Doi: &Gos¥ef https://dx.doi.org/10.15863/TAS.2017.05.49.21

abs

U={u1l,

number of pairwise distinguishable letters of the
alphabet U. Each row and column of the matrix T
also each of its elements correspdadhe letter of
the alphabet U.

The following two algorithms are used to
implement the proposed cryptographic method.

The direct conversion algorithm
1. As an initial state AA can be select any state
um (for example, u0)
2. From the input sequence oletters AA is
read the letter u uf
3. In the column of the matrix whose number
corresponds to the current state um, the letter ug is

seteced tat theuinteysectian iwidhntheZstrifigz vihgse é

number corresponds to the value of the letter uf.

al phabet4 WEhé oufput seguence oh@ JletterswAiisc h

written with the letter uf

5. As the new current state of
selected uf

6. If the input sequence of letters AA is not
exhausted, otherwise the end of the algorithm

um AA, is

The inverse transformation algorithm

st afl.e Asthepnhia &tatetAA, Ahe $amsdate ungis |,

chosen, as in the direct conversion algorithm

2.  From the input sequence of letters AA is
read the letter ug

3. In the column of the matrix whose number
corresponds to the current state um, the letter ug

é4, Iu 1§ output sequence of letters AA is
written the letter uf, the value of which corresponds
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to the number of the line, to the intersection with
which the ug letter was found

5. As the new current state um AA, the state is
selected ug

6. If the input sequence of letters AA is not
exhausted, then the tramsn will be otherwise end
of the algorithm

From the consideration of the two above

algorithms, we can conclude that both algorithms use
the same encryption matrix T (the marked transition
table AA) and are mutually invertible. In this case,

works slower, since it contains a search operation in
the matrix column, whereas in the direct conversion
algorithm the sampling operation is used. Since the
time for administration in author systems does not
play a sigrficant role, it is advisable to use the direct

conversion algorithm as an algorithm for decryption,

and the reverse transformation of the encryption
algorithm.

Let's illustrate the work of algorithms using the
alphabet of eight letters as an example. (Fégh)
presents one of the options for constructing a marked
transition table in a size matrix 8x8.

the inverse ransformation algorithm in general

AT M
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Figure 1 -Work of algorithms using the alphabet of eight letters as an example.

Lets take as an example the words
"AVTOMAT" and "MURA". We choose the initial

state corresponding to the letter A. Then the
encryption process can be presented-bteptep in
the form of the following table.

0] 11

10| 11

MU |R

M{A|T (M|T |R|A

Step 12 |3 |4
number
Read-out alvitlo
letter ug
Current alalvlT
state um
Writable T lvmle | R
letter

Let's try to restore the original form of

encrypted words:

Step 1|2 |3 |4
number
Read-out T lalelr
letter ug
Current alalv|T
state wm
Writable
letter A|v|Tjo

As a result received

and AMURAOG.

The algorithms examined are fairly simple to
implement and allow you to quickly and efficiently
encrypt data of any type, including those presented in
ASCII- format. As the encryption key is the marked
transition table, the total number of different variants
of construction is (M!)M variants, and itsze, the
length of the encryption key is MxM letters.

wo r d Bowéverk e¢his a methéddV hiad MaA Tsignificant

drawback, which in some cases can dramatically
reduce the quality of encryption. Since the choice of
the new state AA depends on the read letter, the same
input seuence. This makes the encrypted
information weakly resistant to particular analysis.
To neutralize this negative effect, you need to add an
additional parameter to the transition function d AA,
independent of the current state um, neither from a
letter U.
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You can suggest the following way to
implement this idea. The output sequence of the

letters of the first AA is used as the input sequence of

the second AA, whose transition function is
d1{Um{t), Uf(t)
Ut AAL Ug

independent of (uf and ug), and the output sequence
of letters andis the resulting output sequence
(Figure 2).

d2(t)

AA2 Uh

Figure 2 - the output sequence of letters and is the resulting

Conclusion

In the simplest case, the function d2 performs
the transition of the automaton from the current state
to the state immediately following it. In the reverse
transformation of data, the automata should be
connected in sequence AARALl. Here it is
necessary a take into account that the excessive
complexity of the transition function d2(t) or the
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